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Thi Phuong Cham Nguyen (Vietnam)

STRENGTHENING VIETNAM'S
LEGAL FRAMEWORK FOR
PERSONAL DATA PROTECTION
AND SOCIAL RESPONSIBILITY:
LESSONS FROM JAPAN'S
EXPERIENCE

Abstract

The rapid development of digital transformation, artificial intelligence, and data-
driven economic models has heightened concerns about personal data protection and
social responsibility in Vietnam. In this context, this study aims to assess Vietnam’s
legal framework for personal data protection and propose policy reforms to enhance
social responsibility. Social responsibility is understood as responsible data governance
achieved through the implementation of principles of transparency and accountabil-
ity, thereby enhancing trust, and through risk-based governance that both respects
traditional rights and ensures that data flows are not hindered in the digital context.
The study employs theoretical legal analysis and comparative law methods to examine
comprehensive legal frameworks for personal data protection, particularly Vietnam’s
Personal Data Protection Law 2025 and Japan’s Personal Information Protection Law.
The results show that Vietnam’s personal data protection regime remains hampered
by fragmented regulations and an overly consent-based approach, and that the fun-
damental principles of the legal framework for protecting personal data are merely
symbolic and formal on paper due to weak enforcement and monitoring mechanisms.
In contrast, Japan’s experience demonstrates the effectiveness of a centralized supervi-
sory body, a guidance-based management model, risk-based governance, and regular
legal review cycles in promoting socially responsible data use. Based on these findings,
the study proposes policy recommendations for Vietnam, focusing on improving the
structure of a synchronized and unified legal framework for personal data protection;
establishing a data governance mechanism based on risk management principles; and
creating an independent agency to coordinate the development, monitoring, and im-
plementation of the law nationwide.

Keywords digital age, personal data, legal framework, policy
reform, sustainable development, Vietnam, Japan
JEL Classification K15, K24, K39, 038

INTRODUCTION

In recent years, Vietnam has made significant advances in science and
technology, digital transformation, and the development and applica-
tion of artificial intelligence (Le & Duong, 2024). In particular, per-
sonal data - including basic data, sensitive data, anonymized and dei-
dentified data — has emerged as a key resource that may serve not only
individual interests but also broader public and social objectives when
used through advanced digital technologies (Srivastava & Siddiqui,
2024; Nguyen & Ha, 2025). At the same time, the rapid expansion of
data-driven technologies has heightened concerns about privacy, se-
curity, and the misuse of personal data (Bui et al., 2025; Nguyen, 2023).
Technologies such as facial recognition and behavioral analytics en-
able increasingly precise inferences about individuals’ preferences,
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health conditions, economic status, and social behavior (Le et al., 2024; Radanliev, 2025). These devel-
opments significantly increase the risk that misuse of personal data could lead to serious violations of
individual rights and interests, fueling growing public anxiety over data security and privacy protection
(Tran, 2024b). Moreover, the globalization of economic and social activities has intensified cross-border
data flows, raising additional challenges related to data governance, geopolitical risks, and divergent
regulatory approaches (Yeung & Bygrave, 2021; Pham et al., 2023).

The lack of transparent, effective, and responsible data-processing control mechanisms poses broader
societal risks (Yeung & Bygrave, 2021). Inadequate governance of personal data can lead to discrimina-
tion, injustice, and erosion of public trust, discouraging participation in digital and social relationships
and undermining sustainable development (Tran, 2024b). These challenges highlight a broader scien-
tific problem regarding the capacity of legal systems to reconcile the growing social and economic value
of personal data with the protection of fundamental rights and the maintenance of public trust in a
digital society (Muralinathan, 2025).

In response to these challenges, Vietnam adopted the Law on Personal Data Protection on June 26, 2025,
which takes effect on January 1, 2026 (National Assembly of Vietnam, 2025). While this law marks an
important milestone in establishing a comprehensive legal framework, comparative experience shows
that personal data protection laws must continually adapt to rapid technological change and evolving
social risks (Rezac, 2022; To, 2024; Nguyen, 2026b). As illustrated by Japan’s experience, effective per-
sonal data protection requires not only substantive legal rules but also robust enforcement mechanisms,
coherent governance structures, and institutional capacities to promote social responsibility in data
processing. Recent studies on Japan indicate that its personal data protection system is comprehensive
and unified (covering both public and private sectors), while maintaining a balance between protection
and economic development. It is aligned with international standards (OECD, GDPR) and oriented to-
ward secure data globalization (Ishiwaka, 2025). This makes it highly compatible with Vietnam’s current
policy direction and, therefore, one of the models that should be studied seriously and comprehensively.

1. LITERATURE REVIEW countability in practice (Nguyen & Ha, 2025; Tran,

2024a; To, 2024). Another dominant theme in the

Within Vietnamese legal scholarship, research on
personal data protection has grown rapidly along-
side national digital transformation and the expan-
sion of the digital economy (Le et al., 2024; Bui et
al., 2025). Existing studies primarily examine the
constitutional foundations of privacy rights, sector-
specific legal provisions, and the regulatory implica-
tions of emerging technologies, including artificial
intelligence and big data (Nguyen, 2025; Le et al.,
2024; Bui et al., 2025; Nguyen, 2026a). The literature
consistently highlights significant shortcomings in
Vietnam’s current legal framework. Identified is-
sues include fragmented and overlapping regula-
tions, ambiguity in the definition and classification
of personal and sensitive data, and limited guidance
on the governance of de-identified or non-identifi-
able data (Le et al., 2024; Trinh, 2025; Hoang, 2026).
Several scholars further argue that Vietnam’s regu-
latory approach remains heavily formalistic, offer-
ing insufficient mechanisms for supervision and ac-
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literature emphasizes the relevance of data ethics,
human-centered artificial intelligence, privacy gov-
ernance, and privacy-enhancing technologies as
normative frameworks that can reconcile innova-
tion with the protection of fundamental rights (Bui,
2024; Tran, 2024b; Nguyen, 2025; Nguyen, 2026a).
In addition to studies that approach the issue from
the perspective of Vietnamese law, many domestic
studies compare international legal models to pro-
pose ways to improve Vietnam’s legal system. A no-
table example is research analyzing personal data
protection models in the EU, the UK, South Korea,
and Poland, with particular emphasis on the prin-
ciple of independence of data protection superviso-
ry authorities (To, 2024).

Beyond Vietnamese research, scholars worldwide
have focused on broader issues related to personal
data protection. In international scholarship, per-
sonal data protection is widely recognized as a com-
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plex regulatory challenge stemming from large-
scale, automated data processing enabled by artifi-
cial intelligence, big data analytics, biometric tech-
nologies, and cloud computing (Zisu, 2025). These
developments heighten the risks of profiling, dis-
crimination, and the erosion of individual autono-
my, thereby extending the implications of data pro-
tection beyond the individual level to broader social
interests (Pham etal., 2023; Yeung & Bygrave, 2021).
Within this line of reasoning, personal data protec-
tion is framed as a shared social responsibility in-
volving the state, private entities, and data users
(Srivastava & Siddiqui, 2024; Cahyani et al., 2025).
Another dominant theme in the literature concerns
the limitations of consent-based regulatory models
in addressing systemic risks associated with con-
temporary data processing practices (Vamsi, 2025).
Some studies indicate that the absence of transpar-
ent and accountable data governance mechanisms
is often associated with declining public trust and
reduced participation in digital ecosystems, ulti-
mately undermining social cohesion and sustain-
able development (Balboni & Francis, 2025).

Japanese literature frequently refers to Japan’s per-
sonal information protection regime as an adaptive
and institutionally robust model. Analyses of the
Act on the Protection of Personal Information em-
phasize Japan’s evolutionary legislative approach,
characterized by periodic amendments and con-
tinuous institutional reform in response to techno-
logical change and globalization (Matsuno, 2006;
Kitakara, 2007; Nasu, 2025). Particular attention
is devoted to the role of the Personal Information
Protection Commission as an independent super-
visory authority empowered to issue guidelines,
conduct inspections, and enforce compliance (PPC,
2022, 2025a). The extensive use of legally influential
guidelines is widely regarded as an effective tool for
translating abstract legal principles into sectorspe-
cific regulatory practices (Katagiri et al., 2005).

Japanese scholarship further highlights the im-
portance of selfgovernance and multilayered com-
pliance mechanisms, including certified personal
information protection organizations that com-
plement state enforcement and encourage volun-
tary compliance among businesses (Tada, 2006;
Katagiri et al., 2005). The introduction of differenti-
ated categories such as personally related informa-
tion, pseudonymized data, and anonymized pro-
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cessed information is often cited as an innovative
regulatory response that facilitates data use while
maintaining socially acceptable levels of risk (Nasu,
2025; PPC, 2025a). These studies present Japan’s ap-
proach as one that integrates personal data protec-
tion with corporate social responsibility and sus-
tainable data governance (Katagiri et al., 2005).

Although the number of research papers on person-
al data protection in Vietnam and Japan is increas-
ing, some gaps remain. First, studies in Vietnam
rarely employ a systematic comparative legal ap-
proach, not only comparing legal texts but also ex-
amining enforcement structures and governance
mechanisms. Second, there is currently no compar-
ative study of Japan’s legal framework for personal
data protection, even though Vietnam’s civil law
shares many similarities with Japanese law, Japan’s
experience is often cited as a reference point, and
Vietnam has chosen a development direction simi-
lar to Japan’s.

Research comparing Japan’s legal framework with
others will address current legal gaps, and learning
from Japan’s experience is invaluable for resolving
policy and development shortcomings: recogniz-
ing the social responsibility of stakeholders, such
as guiding the development of a personal data pro-
tection ecosystem, and always balancing it with
the development of science and technology and
innovation.

In light of these research gaps, this study aims to
evaluate Vietnam’s legal framework for personal
data protection and examine how it can better pro-
mote social responsibility. Drawing on lessons from
Japan’s legislative evolution, enforcement institu-
tions, and governance mechanisms, the study seeks
to develop policy recommendations for improving
the effectiveness, coherence, and sustainability of
Vietnam’s personal data protection regime.

2. METHODOLOGY

This study employs doctrinal and comparative le-
gal analysis. Doctrinal legal analysis is used to ex-
amine and evaluate Vietnam’s personal data pro-
tection framework, with a particular focus on the
Law on Personal Data Protection 2025. The analy-
sis assesses Vietnamese law through fundamental
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principles of personal data protection in relation to
social responsibility, namely legality, transparency,
accountability, purpose limitation, data minimi-
zation, accuracy, integrity, and confidentiality.

The same method is applied to Japan’s legal frame-
work, focusing on the Act on the Protection of
Personal Information, Cabinet Orders, regulations
and guidelines issued by the Personal Information
Protection Commission, the Basic Policy on the
Protection of Personal Information, and relevant
policy documents. These materials were selected
because they directly regulate or guide the imple-
mentation of Japan’s personal information protec-
tion regime. The Japanese analysis focuses on the
law’s guiding philosophy, the structure of the legal
framework, risk-based governance, supervisory
mechanisms, and implementation guidelines.

Comparative legal analysis is mainly applied in
the discussion section. It compares Japan’s experi-
ence with Vietnam’s current framework to iden-
tify regulatory gaps and institutional weaknesses
in Vietnam. On this basis, the study proposes two
groups of recommendations: solutions that can be
directly transferred from Japan’s experience and
those that require adaptation to Vietnam’s legal,
institutional, and socio-economic context.

Vietnamese and Japanese legal materials were
examined primarily in their original languages.
English translations were used only as supporting
references where available. Japanese legal texts were
translated into English for analytical purposes, and
the accuracy of the translations was checked against
the original Japanese texts, official PPC terminolo-
gy, and relevant Japanese legal commentaries.

3. RESULTS

3.1. Legal framework for personal
data protection and challenges
to realizing social responsibility
in Vietnam

Decree No. 13/2023/ND-CP, issued on April 17,
2023, and effective as of July 1, 2023, establishes a
comprehensive legal framework for personal da-
ta protection in Vietnam, covering the collection
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and processing of personal data. Notably, on June
26, 2025, the National Assembly passed the Law
on Personal Data Protection (hereinafter, PDPL),
which strengthens and improves the legal frame-
work governing personal data protection.

Nevertheless, provisions of the PDPL are consid-
ered ineffective and inconsistent with the Civil
Code and other specialized laws (Bui et al., 2025;
Nguyen & Ha, 2025; Nguyen, 2026b). Moreover,
from basic principal perspectives, challenges
in PDPL and social responsibility include the
following.

First, the principle of legality rests on the theories
of individual autonomy and the social contract
(Schubert & Barrett, 2024). Individuals have the
right to self-determination regarding their “digi-
tal identity.” Article 11 stipulates that “personal
data must be collected with the data subject’s
consent prior to collection, except where other-
wise provided by law.” Thus, the data subject’s
consent is the legal basis for the collection and
processing of personal data. In addition, Article
19 of the law provides exceptions that allow the
collection and processing of personal data with-
out consent. Articles 9 and 10 define and detail
the requirements for consent: consent must be
voluntary and informed (including the type of
data, purpose, processing entity, and the subject’s
rights and obligations). Consent must be explicit,
purpose-specific, withdrawable, and silence does
not constitute consent. However, Vietnam affirms
consent as the primary basis of legality (Article
11) but has not provided a distinct framework for
other legal bases. Some exceptions are indirectly
mentioned (Articles 19, 26, 28), but they remain
limited (Nguyen, 2026a, 2026b). As such, the le-
gal grounds beyond consent have not been diver-
sified, which is particularly important in the con-
text of digital transformation and artificial intelli-
gence, where a balance is needed between protect-
ing personal data and promoting the use of data
resources (Miyake & Partners, 2026). Compared
with international standards, Vietnam still lacks
a general “legitimate interests” mechanism, creat-
ing challenges for businesses implementing new
technologies that are not yet clearly regulated,
which allows processing where the interests do
not override fundamental rights and freedoms of
individuals (Verdoodt et al., 2024).
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In addition, the PDPL establishes certain basic rights
for individuals, such as the right to withdraw con-
sent (Article 10) and the right to access, correct, and
delete their data (Articles 13 and 14). However, there
is no explicit right to access all personal data being
processed, nor a clear right to lodge complaints with
an independent supervisory authority (only a gen-
eral right to lodge complaints under procedural law).

Regarding enforcement mechanisms and sanc-
tions, the PDPL designates the Ministry of Public
Security as the competent authority for personal
data protection (Article 24), along with provisions
on breach notification (Article 23) and strict pen-
alties (Trinh, 2025; Hoang, 2026). Article 8 states
that violators may face administrative penalties or
criminal liability and must compensate for dam-
ages caused. Fines can reach up to 5% of revenue for
violations involving cross-border data transfers and
up to VND 3 billion for other violations. However,
the enforcement authority has not been institution-
ally separated from broader cybersecurity objec-
tives (McCoy et al.,, 2022). Furthermore, there is a
lack of specific provisions on compensation liabil-
ity tailored to data protection harms; disputes are
still handled under general non-contractual liabil-
ity rules. Complaint mechanisms also lack clarity
regarding responsible authorities and procedural
steps (Hoang, 2026; Nguyen, 2026b).

Second, regarding the principle of transparency, al-
though the PDPL does not explicitly use the term

“transparency,” it requires disclosure of information

about processing. Under Article 9, the data subject
must be informed of the purpose, scope, and data
processors to give valid consent. Article 15 requires
organizations to provide individuals with their data
upon request (except in cases of national security
or public interest), thereby partially reflecting the
right of access. However, the law lacks clear obliga-
tions to publish privacy policies, does not establish
a common compliance culture for businesses, and
does not mandate prior notification before process-
ing. Overall, the transparency principle is not fully
articulated (Nguyen, 2026b).

To enhance accountability, the law requires the
preparation of data protection impact assessments
and submission to the competent authority (Article
21). However, Vietnam does not mandate the ap-
pointment of Data Protection Officers (DPOs) or
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the establishment of internal data protection units.
The presence of a DPO or a data governance struc-
ture indicates effective data management, helping
to monitor compliance and safeguard data subjects’
rights internally (Schubert & Barrett, 2024). The ab-
sence of such requirements leaves Vietnamese busi-
nesses without a professional “privacy gatekeeper”.
Third-party oversight and periodic reporting mech-
anisms are also not clearly defined. Advanced inter-
national standards require companies — especially
large technology platforms - to publish annual in-
dependent audit reports on systemic risks and se-
curity measures (Wylde et al., 2023; Zang, 2026).
Vietnam does not yet mandate such transparency
reports or independent oversight for high-risk pro-
cessing activities.

Third, regarding the principle of purpose limitation,
the law requires that data processing be limited to
agreed or legally permitted purposes (Article 11)
and sector-specific regulations (Article 25a). Article
17 permits data transfers within the original pur-
pose (e.g., between departments within the same
organization). Thus, purpose limitation is partial-
ly codified through sectoral provisions. However,
challenges remain in managing and adjusting pur-
poses after data collection (Nguyen, 2026b).

Fourth, regarding data minimization, certain
sectoral provisions (Articles 25 and 27) require
the collection of “only necessary information.”
However, the law lacks a general obligation requir-
ing controllers to assess data minimization, and
existing rules are fragmented without detailed
implementation guidance (Nguyen, 2026b).

Fifth, regarding data accuracy, Article 13 requires
data controllers to correct personal data upon re-
quest and to ensure its accuracy. If correction is
not possible for legitimate reasons, the data subject
must be notified. However, technical measures to
ensure accuracy are not specified (Nguyen, 2026b).

Lastly, regarding security and integrity, the PDPL
mandates technical and organizational safeguards.
Article 18(1) requires appropriate storage and pro-
tective measures for personal data. Provisions on
encryption (Article 12) and breach notification
(Article 23) also relate to security. However, the
law does not clearly prescribe requirements for en-
cryption, anonymization, or pseudonymization.
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Nor does it provide sector-specific technical stan-
dards or workforce training guidelines, making
enforcement and assessment difficult (Nguyen &
Ha, 2025; Nguyen, 2026b).

Particularly for cross-border data transfers, al-
though the PDPL does not provide a dedicated ar-
ticle, it requires “cross-border data transfer impact
assessments” (Article 22). Such transfers generally
require consent or must serve specific purposes
(Trinh, 2026). While the framework mandates risk
assessment prior to transfer, it lacks detailed re-
quirements or mechanisms for mutual recognition
with other jurisdictions (Miyake & Partners, 2025).

In summary, the PDPL demonstrates alignment
with most fundamental principles of data protec-
tion but remains incomplete and insufficiently de-
tailed in several aspects, including transparency,
data subject rights, alternative legal bases beyond
consent, independent enforcement structures, and
multi-layered complaint mechanisms.

3.2.Japan’s legislation on the
enforcement of personal data
protection laws promotes social
responsibility

The development of the Act on the Protection of
Personal Information (hereinafter, APPI) in Japan
is situated within both domestic and international
contexts. First, domestic factors include the rapid
growth of large-scale computer and network pro-
cessing of personal information in both the public
and private sectors, along with major data breaches,
which gave rise to public concerns about privacy and
increased requirements for businesses to enhance in-
formation security measures (PPC, 2022). Second, in
response to international factors, Japan faced pres-
sure to align its legal framework with international
standards, particularly the OECD 8 Principles on
the protection of privacy and the flow of personal
data, issued in 1980 (Ishiwaka, 2025). In addition,
the EU Data Protection Directive, adopted in 1995,
introduced adequacy requirements that contributed
to legislative adjustments in Japan (Ishiwaka, 2025;
Miyake & Partners, 2025). The draft APPI was intro-
duced to the National Assembly in March 2001. In
May 2003, APPI for enterprises was enacted, along
with the “Five Laws concerning the protection of
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personal information,” which govern administrative
agencies and independent administrative organiza-
tions (Matsuno, 2006). In May 2004, the core regula-
tions (Chapters 1 to 3), which cover the purpose, ba-
sic philosophy, and formulation of the Government’s
basic policy, took partial effect (Matsuno, 2006). In
April 2005, the APPI was fully enforced.

After full implementation, the law has undergone
multiple significant amendments, reflecting develop-
ments in information technology, scientific progress,
and the globalization of business activities (Matsuno,
2006). The first step was the 2015 amendment, ef-
fective from 2017. The amended law, announced
in September 2015 and effective as of May 30, 2017,
removed application thresholds that had previously
excluded businesses handling fewer than 5,000 per-
sonal information records. As a result, APPI applies
to all business operators (PPC, 2017b). The amend-
ment clarified the definition of personal information
by introducing personal identification codes, includ-
ing symbols derived from physical characteristics
(such as DNA, facial recognition data, and finger-
prints) and public identifiers (such as passport num-
bers and driver’s license numbers) (Nasu, 2025; PPC,
2025b). In addition, anonymized processed informa-
tion was formally incorporated into the regulatory
framework to facilitate broader use of big data under
conditions that prevent individual identification and
re-identification (Nasu, 2025; PPC, 2025b). The sec-
ond step was the 2020 amendments and the consoli-
dation of personal data protection regulations. The
amendment adopted in 2020 entered into force on
April 1, 2022. A key feature of this reform was the
consolidation of personal information protection
regulations for both the public sector and the pri-
vate sector within the APPI and under the Personal
Information Protection Commission (PPC)’s au-
thority (Nasu, 2025; PPC, 2025b).

The law mandates a periodic review every three years
to assess international trends, technological advanc-
es, and the expansion of data-utilizing industries
(PPC, 2017b). Demonstrating a strong capacity for
adaptation in a legal document traditionally associ-
ated with stability. Instead of maintaining a rigid ap-
proach, these revisions reflect a trend toward view-
ing the personal data protection law as a “living doc-
ument.” According to the “explanation of the policy
for institutional revisions under the ‘so-called three-
year review’ of the Act on the Protection of Personal
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Information” on January 9, 2026, proposed amend-
ments to Japan’s APPI include: waiving the consent
requirement for personal information used solely for
statistical purposes; relaxing the conditions for ex-
ceptions to the consent requirement; clarifying and
tightening regulations concerning children’s person-
al information; establishing a new legal framework
for facial feature data and similar data; and improv-
ing regulations for businesses processing informa-
tion on a consignment basis (Miyake & Partners,
2026; TMI Associate, 2026). Relaxing the obligation
to notify individuals of data leaks in certain cases;
strengthening control over types of information that
directly impact specific individuals; mandating veri-
fication of the recipient’s identity and intended use
in opt-out systems; increasing flexibility in applying
recommendations and orders from competent au-
thorities; legalizing measures to address third parties
who support or assist in violations; and strengthen-
ing and expanding penalties (Miyake & Partners,
2026; TMI Associate, 2026).

Another strength is that Japan’s legal system for pro-
tecting personal information is very comprehensive.
Japan’s personal data protection system is structured
hierarchically, with the Constitution at the apex, the
APPI as the general law, and subordinate legal in-
struments, including Cabinet orders and PPC regu-
lations (PPCS, 2025). The general law serves as the
central normative reference, reducing regulatory
overlap and establishing basic principles applicable
across sectors. Regarding the basic philosophy and
motto of the legal framework for personal data pro-
tection (Article 3 APPI), personal information must
be handled with respect for personal dignity, en-
suring appropriate management while considering
its usefulness in social and business contexts (PPC,
2024; PPCS, 2025). The government has set a funda-
mental policy direction through Cabinet decisions
and regulations, promoting consistent measures for
protecting personal information. Within this frame-
work, the PPC serves as the central supervisory au-
thority, responsible for monitoring compliance, issu-
ing guidance, conducting inspections, and ordering
corrective measures when necessary (PPC, 2017b).
Guidelines and supplementary rules play an impor-
tant role. The guidelines issued by the PPC clarify
statutory provisions and support effective imple-
mentation by administrative agencies, local authori-
ties, and businesses. These guidelines cover general
rules, restrictions on overseas data transfers, record-
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keeping obligations, and specific rules for pseudon-
ymized and anonymized information (PPC, 2024).
Sector-specific guidance is developed in coordina-
tion with relevant ministries, taking into account
sectoral characteristics in sectors such as finance,
healthcare, and telecommunications. The guidelines
further define mandatory and prohibited conduct
and specify organizational, human, physical, and
technical security measures, including tailored guid-
ance for small and medium-sized enterprises (IPA,
2023).

Finally, Japan’s legal framework incorporates multi-
layered supervision and enforcement mechanisms.
First, the PPC serves as the primary supervisory
authority, empowered to request reports, conduct
inspections, issue recommendations, and issue le-
gally binding orders (PPC, 2017a). Violations of PPC
orders are subject to statutory penalties, including
fines and imprisonment, depending on the nature
of the violation (PPC, 2017a). Second, certified per-
sonal information protection organizations serve
as complementary compliance mechanisms, tasked
with handling complaints, developing voluntary
rules, and overseeing member compliance within
specific industries (PPC, 2025a). Third, mechanisms
for individual participation are emphasized. The
legal framework emphasizes self-governance and
individual participation, enabling data subjects to
request disclosure, correction, suspension of use, or
cessation of provision of personal data through in-
stitutional complaint mechanisms (Matsuno, 2006).
In cases involving significant data breaches, business
operators are required to report incidents to the PPC
and notify affected individuals, subject to statutory
exceptions (PPC, 2017a).

4. DISCUSSION

4.1. Transferability and adaptation
of Japan’s experience
for Vietnam

The comparative findings should not be under-
stood as suggesting that Japan’s personal informa-
tion protection model can be transplanted whole-
sale into Vietnam, but rather that Japan provides
a differentiated set of lessons for building a more
coherent, adaptive, and socially responsible data
governance system (PPC, 2022, 2025a).

/3
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The first transferable lesson is the need to consoli-
date Vietnam’s personal data protection frame-
work into a unified and hierarchical legal structure,
because Vietnam’s current framework remains af-
fected by fragmentation, overlaps among sectoral
laws, unclear data classification, and weak enforce-
ment coherence (National Assembly of Vietnam,
2025; Nguyen & Ha, 2025; Nguyen, 2026b). Japan’s
APPI operates as a central legal framework, sup-
ported by Cabinet orders, PPC regulations, and
sector-specific guidelines, and this structure is rel-
evant to Vietnam because it helps reduce regulato-
ry overlap while allowing sectoral implementation
in fields such as healthcare, finance, telecommu-
nications, education, e-commerce, and Al (PPC,
2024; IPA, 2023; Nguyen & Ha, 2025). However,
this lesson requires adaptation, as Vietnam should
not merely copy the APPI structure but clarify the
relationships among the Law on Personal Data
Protection, the Civil Code, cybersecurity law, con-
sumer protection law, healthcare law, education
law, and other sectoral instruments.

The second transferable lesson is the use of de-
tailed administrative and technical guidelines, be-
cause Japan’s experience shows that abstract statu-
tory principles become effective only when trans-
lated into practical guidance for public authorities,
large enterprises, small and medium-sized enter-
prises, and sector-specific data processors (PPC,
2022, 2024; IPA, 2023). This lesson is particularly
relevant to Vietnam because enterprises still face
uncertainty regarding the duties of data control-
lers and processors, the scope of data protection
impact assessment, the standards for security
measures, and the practical meaning of transpar-
ency, accountability, and the withdrawal of con-
sent (Nguyen, 2026b).

The third transferable lesson is periodic legal re-
view, because Japan’s three-year review mecha-
nism treats personal data protection law as a liv-
ing framework capable of responding to AI, cloud
computing, biometric identification, big data an-
alytics, and cross-border data flows (PPC, 2017b,
2025b; Miyake & Partners, 2026). For Vietnam, a
periodic review mechanism is necessary because
technologies such as facial recognition, behavioral
analytics, and Al-based profiling already create
risks of privacy invasion, discrimination, and ero-
sion of public trust.
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A second group of lessons is transferable only
with institutional adaptation, especially the es-
tablishment of an independent supervisory au-
thority similar to Japan’s Personal Information
Protection Commission (PPC, 2017a, 2022,
2025a).

Japan’s PPC has authority to issue guidance, re-
quest reports, conduct inspections, make rec-
ommendations, issue binding orders, and co-
ordinate compliance, while Vietnam’s current
model places the specialized personal data pro-
tection function under the Ministry of Public
Security without clearly separating data pro-
tection supervision from broader cybersecu-
rity and public security objectives (PPC, 2017a;
National Assembly of Vietnam, 2025; Trinh,
2025). Therefore, Vietnam may consider estab-
lishing an independent data protection authori-
ty, but this body must be aligned with Vietnam’s
administrative structure and coordinate with
the Ministry of Public Security, sectoral min-
istries, local authorities, and agencies respon-
sible for digital transformation and innovation
(PPC, 2022). The lesson is not simply to create
a “Vietnamese PPC,” but to separate and clarify
the functions of policy guidance, compliance
supervision, complaint handling, enforcement,
and technical support so that personal data pro-
tection is not absorbed entirely into cybersecu-
rity or public security management (PPC, 2022,
2025a).

Risk-based governance is also transferable only
with adaptation, because Japan’s differentiated
treatment of personal information, personal-
ly related information, pseudonymized infor-
mation, anonymized processed information,
and statistical use helps balance data protec-
tion with innovation (Nasu, 2025; PPC, 2025a,
2025b). Vietnam needs such an approach be-
cause its current framework still relies heav-
ily on consent as the main legal basis for data
processing, while exceptions and alternative
legal grounds remain limited and insufficiently
developed for Al big data, and digital platform
activities (National Assembly of Vietnam, 2025;
Zhang, 2026). Nevertheless, risk-based excep-
tions should not be introduced as broad permis-
sion for data use, but should be limited by neces-
sity, proportionality, purpose limitation, impact
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assessment, transparency, technical safeguards,
and the controller’s burden to prove that funda-
mental rights are not undermined (PPC, 2025a;
Verdoodt et al., 2024).

Some Japanese mechanisms cannot be directly
transferred at the current stage, especially free
circulation of anonymized processed informa-
tion, certified personal information protection
organizations, and sectoral self-regulation, be-
cause these mechanisms presuppose mature
compliance capacity, reliable certification stan-
dards, and strong supervisory oversight (PPC,
2017b, 2025a; Katagiri et al., 2005). Vietnam
should be cautious because de-identified or
anonymized data may still be re-identified
as technology develops, and the current legal
framework has not yet provided detailed tech-
nical standards for anonymization, pseudony-
mization, de-identification, encryption, access
control, and auditability (National Assembly of
Vietnam, 2025).

Accordingly, Japan’s experience should be used
as a conditional reference rather than a ready-
made model, and Vietnam should prioritize le-
gal clarification, technical standards, sectoral
guidance, supervisory capacity, and enterprise-
level accountability before expanding risk-
based or statistical-use exceptions (PPC, 2024;
IPA, 2023; Miyake & Partners, 2026).

4.2. Institutional prerequisites
and safeguards for effective
implementation in Vietnam

Effective implementation requires institutional
prerequisites, as personal data protection cannot
rely solely on formal legal rights but must be sup-
ported by supervisory capacity, complaint mecha-
nisms, technical guidance, and accountability du-
ties within organizations (PPC, 2022, 2025a).

First, Vietnam should clarify the legal status of
basic personal data, sensitive personal data, de-
identified data, anonymized data, pseudonymized
data, and personally related data, because unclear
classification creates both over-protection that re-
stricts socially valuable data use and under-pro-
tection for health, biometric, financial, children’s,
and other high-risk data (National Assembly of
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Vietnam, 2025; Hohmann & Kolldr, 2025; Nguyen,
2026b).

Second, Vietnam should develop binding or highly
authoritative guidelines on consent design, with-
drawal of consent, privacy notices, controller-proces-
sor contracts, data breach notification, cross-border
transfer impact assessment, Al-related risk assess-
ment, and sector-specific security measures (PPC,
2024; IPA, 2023; National Assembly of Vietnam,
2025).

Third, any independent supervisory body must
have legal authority, technical expertise, financial
resources, investigatory powers, and coordination
mechanisms, because formal independence with-
out the capacity to exercise it may produce symbolic
reform rather than effective protection (PPC, 2017a,
2022; To, 2024).

Fourth, Vietnam should strengthen enterprise-level
accountability by requiring controllers and proces-
sors, especially in high-risk or large-scale processing,
to maintain processing records, conduct impact as-
sessments, designate responsible personnel, apply or-
ganizational and technical safeguards, and respond
effectively to data subject requests (IPA, 2023; PPC,
2025a).

Fifth, Vietnam should establish a multi-layered com-
plaint mechanism that begins with internal com-
plaint handling by controllers, continues through
sectoral or local support mechanisms, and ends with
review by a specialized supervisory authority (PPC,
2025a; Matsuno, 2006).

Finally, Vietnam should treat statistical-use exemp-
tions and anonymized or de-identified data as risk-
governance issues rather than automatically harm-
less categories, because large datasets, sensitive at-
tributes, repeated linkage, and AT analytics may still
enable re-identification, group discrimination, pro-
filing, or indirect harm to individuals (PPC, 2025b;
Zhang, 2026; Radanliev, 2025). For this reason, sta-
tistical-use exemptions should be limited to non-
individualized outputs, prohibited from supporting
decisions that directly affect identifiable persons, ac-
companied by purpose limitation and anti-re-iden-
tification rules, and subject to audit, sanctions, and
supervisory review (PPC, 2025a, 2025b; Verdoodt et
al,, 2024; Miyake & Partners, 2026).
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CONCLUSION

This study aimed to assess Vietnam’s legal framework for personal data protection from a social re-
sponsibility perspective and to identify legal and institutional reforms to strengthen its effectiveness.
Drawing on lessons from Japan’s legislative development, governance mechanisms, and enforcement
practices, the study sought to develop recommendations for improving personal data governance in
Vietnam.

This study demonstrates that Vietnam has made significant progress in establishing a formal legal frame-
work for personal data protection, particularly through the enactment of the PDPL. However, the results
also reveal several remaining weaknesses, including fragmented regulations, ambiguity in data classifica-
tion, and a lack of a centralized enforcement mechanism. Personal data protection in Vietnam needs a
broader perspective, aligned with the new era, that recognizes social responsibility in data processing as a
system defined by legal and structural design, enforcement monitoring, and risk-based governance, aim-
ing for trust rather than solely focusing on consent mechanisms. An analysis of Japanese law reveals many
positive aspects that Vietnam can learn from to improve its personal data protection legal system. These
include recognizing the flexible adaptability of personal data protection laws in the context of digital trans-
formation, adopting governance based on risk rather than rigidly applying a general framework of consent
mechanisms, and especially establishing independent agencies to perform tasks consistent with the insti-
tutional framework, ensuring that what is written on paper is effectively and consistently implemented in
social life. Ultimately, it can be concluded that strengthening personal data protection in Vietnam requires
not only strengthening formal legal frameworks but also building capacity to ensure effective, consistent,
and coherent implementation in governance. Drawing on lessons from Japan’s legal structure and enforce-
ment mechanisms, this paper contributes to both academic and policy discussions on strengthening per-
sonal data protection, thereby promoting sustainable development in Vietnam.
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